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Enterprise IT Management (EITM)

CA Security Management

Security
Information 
Management

Data
Resource 
Protection

Identity
Lifecycle
Management

Secure
Web Business 
Enablement

Proactively manage user 

identities, roles and 

entitlements throughout 

their lifecycles.

CA Identity Manager

CA Role & Identity 

Compliance Manager

Enable business faster, 

reduce costs and risks, 

support compliance and 

improve the user 

experience.

CA SiteMinder Web 

Access Manager

CA SOA Security 

Manager

CA Federation 

Manager

Identify and protect a 

wide range of data, 

secure physical and 

virtual servers, support 

compliance, mitigate 

insider risks and reduce 

administration costs.

CA Access Control

CA Orchestria DLP

Monitor critical metrics 

from many security 

solutions with actionable 

decision support. 

CA Enterprise Log 

Manager
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Data and Resource Protection
Comprehensive Approach

> Discover and classify data to enforce security policies

> Protect against inappropriate server access and data loss

> Manage to compliance requirements and reduce related costs

> Simplify management and auditing of data and server access policies

Server Access Management Data Loss Prevention

Fine - grained access control

Policy - based management

Secure policy - based reporting

Host protection against data loss

Data at Rest (Stored Data)

Data in Motion (Email, Webé)

Data in Use (Saving, Printingé)

Data to Supervise (Review, Tagé)



Trends, Business 
Drivers, 
Challenges
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Understanding Information

National IdentifiersCredit Card Research

Financial InformationCase Discussion

GLBA

Board Communications

Identifiable

PatentsCustomer Information HIPAA

Health PII AccountsDesign Documents

NASDSocial Security ProtectedPCI

SOXEmployee Behavior Personal

PHINon - Public BirthdatesSource Code

FINRA SEC

Intellectual Property

> Information is at the core 

of all business

> Organizations need to 

deeply understand their 

information to:

Á Protect sensitive data

Á Comply with regulations

Á Understand business records
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Data Loss and Misuse
A Common Occurrence

Hospital employee 
steals patients' credit 
to obtain credit cards, 
goods, and loans 
Feb 18 2009

Social Insurance 
numbers, names, and 
other information 
released accidentally to 
researchers 
Feb 11, 2009

Auditor loses flash 
drive bank details of 
500 juvenile crime 
victims 
Feb 2, 2009

Customer details including 
bank information posted 
on website 
Jan 2, 2009

more @ http://datalossdb.org/

Recent Incidents
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Business Challenge
Broad Set of Critical Information

ñTraditionalò

Which risk areas concern you?  

Personally Identifiable 
Information (PII)

Birthdates

Employee Numbers

Social Security/NI Numbers

Credit Card Information

Personal Health Information

Intellectual Property 
(IP)

Source Code

Product Design Documents

Research Information

Patent Applications

Customer Lists

Non Public Information 
(NPI)

Financial Information

M&A Activities & Info

Executive Communication

Legal/Regulatory Matters

Corporate Policies

Employee Behavior

Intimidation

Gifts and Entertainment

Communication with Press

Inappropriate Web Use

Customer Treatment

Complaints

Service Level Infractions

Promises & Guarantees

Harassment

Financial Controls

Budgets & Forecasts

Audit Materials

Expense Reports

Quarterly Reports & Filings

Communication with regulators

Which risk areas are you aware of?

R
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Business Challenge
Increasing Data, Channels, and Regulations

Over 
70% 
CAGR

Stored Data

Rapid Growth

Communications

Compliance Requirements Expanding

ÁHIPAA
ÁPCI
ÁSOX
ÁGLBA
ÁFINRA

ÁSB1380
ÁNIST
ÁSEC
ÁNASD
ÁEUDP

Information attacks and internal 
threat increasing

New information channels and 
escape routes continue to emerge

Etcé

1 2

3 4

Å75% of Fortune 500 companies 
have experienced problems with 
intellectual property theft.
Ponemon Institute // Cost of a Data Breach

ÅIn economic downturn data loss 
increases
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Business Challenge 
Many Ways To Put Your Information At Risk

Which exposes the greatest 
risk for your organization? Moving confidential data to a 

USB drive to transfer to 
another computer. 

Communication of 
inappropriate content between 
employees (internal).

Not on the corporate network; 
online at a hotel uploading 
sensitive data to Webmail.

Highly confidential but 
unprotected data stored in 
accessible network folders. 

Printing specs disconnected or 
from the office to take to a 
3rd party.  

Internal communications 
forwarded to external parties. 

PII IP NPI

Employee 
Behavior

Customer 
Treatment

Financial

IM!

éand so on.
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Tough Economy Heightens Insider Threat

> stressed employees = vulnerable company

Á Insiders with access to corporate 

information, such as customer data or 

corporate secrets, might want to steal or 

disclose it for financial gain or simply to get 

back at their companies.

Á Those with technical -savvy might seek to 

sabotage corporate data and systems

Á Employees are easy targets for opportunistic 

rivals

άΧƻƴ ǘƘŜ ƻǘƘŜǊ ǎƛŘŜ ƛǎ ǘƘŜ ŎƘŀƭƭŜƴƎƛƴƎ ŜŎƻƴƻƳƛŎ ŜƴǾƛǊƻƴƳŜƴǘ ŀƴŘ ǇƻǘŜƴǘƛŀƭ 
redundancies that have created a distracted workforce and a growing number of 
ŘƛǎƎǊǳƴǘƭŜŘ ŦƻǊƳŜǊ ŜƳǇƭƻȅŜŜǎΦέ 
- Mike Maddison, head of Deloitte's security and privacy practice
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What is Data Loss Prevention?

> Data Loss Prevention (DLP) is a security term referring to 

systems that identify, monitor, and protect data in use 

(e.g., endpoint actions), data in motion (e.g., network 

actions), and data at rest (e.g., data storage) through 

deep content inspection and with a centralized 

management framework. The systems are designed to 

detect and prevent the unauthorized use and 

transmission of confidential information.

Á Source: Wikipedia 

http://en.wikipedia.org/wiki/Computer_security
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CA Orchestria Data Loss Prevention 

> Provides comprehensive protection of sensitive 

data against both inadvertent and malicious loss

> Protection is provided at the endpoint, 

message server, network and for data at rest

> Benefits: 

Á Minimize the threat of data loss from insiders 

Á Discover and control sensitive information across the organization 

Á Comply with information security guidelines 

Á Protect data collaboration among employees and partners

Á Prevent exposure of intellectual property 

Á Enforce appropriate employee behavior and data usage 

Á Protect health and medical related information 



The CA 
Orchestria DLP 
Approach
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CA Orchestria DLP 
Accurately Detect Critical Data

WEIGHTING

Content Registration

Exact Data Matching

Index Data Match

Bayesian Inference

Content Description

Keywords

Stemming

Wildcards

Contextual Analysis

Identify

Hierarchy

Role

Source

Destination

Conceptual Analysis

Intent Aware

Business Aware

Absence of Content

SOPHISTICATION & ACCURACY

= + + +
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CA Orchestria DLP 
Protect Data Everywhere

Network
Email (SMTP), 
Files (FTP), IM, 
Web (HTTP), and 
others

Endpoint
(desktops, laptops)

Email, Web use, 
Saving Files, 
Printing Files, 
Launching Programs

Message Server
Message servers 
(Exchange, 
Domino)

Stored Data
Shared folders, 
file and document 
repositories, 
public folders and 
other

ENDPOINT NETWORK

MESSAGE
SERVER

STORED
DATA
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Logical Architecture Graphic

CA ORCHESTRIA DATA LOSS PREVENTION 

CONTROL PLATFORM 

Review      Policy      Reporting

Data
At Endpoint 

Endpoint 

Removable 
Media

Print

Web

Email

App
Execution

Data At Rest

Stored Data 

File Shares

NAS

SharePoint

Public 
Folders

Others

Data At Motion

Network

HTTP

SMTP

IM

FTP

Others

Message
Server

Exchange

Domino

Bloomberg

MTA

Supervision

Archives
& Importers 

Archive
Systems

E-Mail

Bloomberg

Instant 
Messaging

Application 
Files
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CA Orchestria DLP
Take Appropriate Actions 

> Once an incident is detected, CA Orchestria 
Policy can take the appropriate action.

Á For Data in Motion (Email, Web, etc.):

ï Block, Warn, Alert

ï Inform, Capture, Redirect

ï Quarantine, Supervise, Classify

Á For Data at Rest (Stored Data):

ï Copy, Move, Stub, Classify

ï Review, Delete, Capture 

Á For Data in Use (Saving, Printing, etc.):

ï Block, Supervise, Inform 

ï Warn Capture, Classify
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CA Orchestria DLP 
Endpoint Control 

> Protect data - in -use activity on the 
endpoint asset (Email, Save, etc.) 

> Choose which activity to control by 
simply turning them on or off

> On- line and off - line enforcement 

> Incident -appropriate response 
upon detection of a violation 

Á Block, warn, quarantine 
and more

> Educate end -users with an 
educational popup window to explain 
company or regulatory policy  

> Scalable to tens and hundreds of 
thousands of endpoint assets

Functionality
Interactive interventions include Warns, 
Blocks, Quarantine, Informational, Alerts, 
and Capture.

Infrastructure Common Services

Email Web Save Print App.
Control

+ +

Gateway 
& Central 
Server
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CA Orchestria DLP 
Network Control 

> Protect data - in -motion at the network 
boundary

> Actively block specific traffic or 
passively monitor and review  

> Reconstruct and analyze full objects, 
not merely individual data packets 

Á Leverage identity, context and 
concept detection methods  for the 
highest levels of accuracy

> Exceptional resilience ïeven if the 
appliance loses power  

> Leverage direct integration to major 
existing MTAs (Mail Transport Agents) 
to protect more activity 

Functionality
Several protocols including Email (SMTP), 
Web (HTTP), Files (FTP), Instant Message 
protocols, and more. Supports both active 
and passive operation capture activity for 
complete review and reporting.

+

MTA Analysis Central Server

Corporate 
Boundary

Boundary 
Appliance
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CA Orchestria DLP
Stored Data Control 

> Discover and take action on data -
at - rest throughout the enterprise

> Discovery/scanning tasks can be 
executed on -demand or on a 
specified schedule 

> Highly scalable and distributed 
architecture allows data to be 
scanned at rates exceeding 500GB 
per hour 

> Once discovered, information can 
be deleted, copied, stubbed or 
moved to another location

> Can scan many types of systems 
and shares (i.e. MS SharePoint and 
MS Exchange Public Folders)

ÁOn Demand
ÁContinuous
ÁTimed or Frequency
ÁChanged Files Only
ÁNIST Exclusion

Scanning Options

ÁOwner or User
ÁMachine
ÁDates
ÁFingerprints
ÁHashes
ÁAnd more

Capture

ÁIngest
ÁDelete 
ÁCopy or Move
ÁStub
ÁTag

Actions

CA Orchestria 
DLP Stored Data 

Control

Remote 
Shares

Local 
Drives & 
Folders
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CA Orchestria DLP
Message Server Control 

> Protect and control data - in -motion 
at the message server

> Coverage includes Web -based 
email applications and mobile 
devices such as Blackberry 
and Treo  

> Directly integrates with MS 
Exchange and Lotus Domino 
servers

> Messages can be blocked, 
quarantined, encrypted or ingested 
for monitoring and review

> A unique warning can also be sent 
to the original sender asking 
whether or not to allow the Send 
to proceed

ÁAnalysis of internal and outbound messages 
ÁSupport for Microsoft Exchange and Lotus 

Domino server platforms
ÁLimitless horizontal scalability 
ÁActive and passive modes
ÁInteractive controls include Blocks, Warns, 

Redirection, and Quarantine

Functionality

Message Server 
Analysis

Central Server
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CA Orchestria DLP 
Control Platform

Policy
Management

Incident
Review &
Reports

Security
Administrator

Reviewer

CA Orchestria DLP
Central Management Server

iConsole

Endpoints

File Shares
& Data Repositories 

Message Servers
& MTAS

Network
Devices
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CA Orchestria DLP 
Control Platform

> The Platform ties together all 

infrastructure and distributed 

Orchestria components.  

> Fully assess each event from a highly 

secure, Web -based application

> Fault - tolerant, store -and - forward 

architecture  ensures operation even 

when communication links between 

components are down

> Central administration and 

maintenance for users, machines and 

policies  lowers TCO

> Proven scalability 

> Completely modular 

> Can grow with a company as their 

requirements expand



24 June 18, 2009     CA Orchestria DLP     Copyright © 2009 CA

CA Orchestria DLP 
Control Platform - Review

> Fully assess each event from 
a highly secure, Web -based 
application

> Enable supervisors to quickly 
identify security and 
compliance failures 

> Access incidents from various 
channels (Email, Files, Save, 
Print, Web) in a single review 
application 

> Powerful searching with the 
ability to use severity and 
policy groupings 

> Use complete review 
workflow including 
escalations and approval


